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Research Progress on Smart Polymer Gel Information Storage
Materials for Anti-counterfeiting
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Abstract: Information security is crucial for safeguarding human life, social stability and national security.
This importance has accelerated the development of anti-counterfeiting materials and related technologies
in recent years. Conventional anti-counterfeiting materials rely on static information storage, which often
fails against increasingly advanced counterfeiting methods. In contrast, smart polymer gels provide a new
approach through dynamic responses. These gels can change color or shape when exposed to external
stimuli, such as light, heat, or chemical signals, enabling dynamic information storage and enhanced
anti-counterfeiting. This review highlights the recent progress in polymer gel-based materials for anti-
counterfeiting applications. It begins with a brief overview of the development of anti-counterfeiting
materials and the distinctive advantages of smart gels. The article further elaborates on the preparation
methods for smart gels based on chemical colorants and structural colors, along with an analysis of their
encryption and decryption mechanisms. It also explores the advancement from single-color to multi-color
and single-dimensional to multi-dimensional anti-counterfeiting strategies. Current challenges, such as
improving stability and scalability, are also discussed. Future prospects, including integration with 4D
printing and multifunctional systems, are discussed. This review aims to offer theoretical guidance for
designing and applying intelligent anti-counterfeiting materials to promote innovation in the field of
information security technology.
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Figure 1 Schematic representation of gels that can be used
for anti-counterfeiting (from monochrome to multi-colour,
from uni-dimensional to multi-dimensional) with tunable
optical properties, including chemical colours (focusing on
fluorescence) and physical colours (refraction/scattering,

reflection/transmission, interference/diffraction)
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Figure 2 Anti-counterfeit gel network designed based on tunable optical properties: (a) chemical colours (focus on fluorescence,
including carbon dots, organic dyes and lanthanide metals); (b) physical colours (interference/diffraction, refraction/scattering

and reflection/transmission)
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Figure 3 Carbon dot-based chemochromic gel construction. (a) Preparation process of solvent-responsive carbon dots VCDs;

(b) Schematic of reversible two-switching mode fluorescence of VCDs: carbon dots change with the degree of aggregation to

achieve blue and red transitions blue dispersed fluorescence and red AIE; (¢) Schematic of the synergistic shape and fluorescence

colour change of bilayer glycol VCDs polymer gel/3 M VHB actuator in water and the associated mechanism of shrinkage and

swelling through solvent displacement (Reprinted with permission from Ref. [13]; Copyright 2021 John Wiley and Sons)
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Figure 4 Organic dye-based chemochromic gel construction. (a) Chemical structures and schematic diagrams of non-fluorescent

hydrogel GO, blue fluorescent hydrogel G1, green fluorescent hydrogel G2, non-responsive red fluorescent hydrogel G3-1, and
ammonia-responsive red fluorescent hydrogel G3-2; (b) Conversion of coded information by physical cutting and pasting and and

chemical stimulation (ammonia) (Reprinted with permission from Ref. [19]; Copyright 2018 John Wiley and Sons)
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Figure 5 Lanthanide-based chemochromic gel construction. (a) Colorimetric coordinates of various lanthanides (Ln = Sm-

Dy) at 312 nm (Reprinted with permission from Ref. [20]; Copyright 2016 American Chemical Society); (b) Schematic of bio-

inspired synergistic fluorescence-colour-switching lanthanide metal hydrogel actuator (Reprinted with permission from Ref. [21];

Copyright 2019 John Wiley and Sons)
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Figure 6 Gel construction strategy based on 3D photonic crystal structure colouring. (a) Solvent response process of photonic

crystal hydrogel (Reprinted with permission from Ref. [33]; Copyright 2024 John Wiley and Sons); (b) Construction and response

process of anisotropic photonic crystals (Reprinted with permission from Ref. [34]; Copyright 2025 American Chemical Society)
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Figure 7 Phys1cal colour-based polymer gel construction strategy. (a) Design and fabrication of hydrogel cryptographic
surfaces with dynamic structural colours (Reprinted with permission from Ref. [32]; Copyright 2019 John Wiley and Sons);
(b) Hydrogel digital code printing with spatio-temporal grey scale patterns (Reprinted with permission from Ref. [35]; Copyright
2019 American Chemical Society); (c) Thermal stimulation-based PA hydrogels with memory-memory behaviour (Reprinted
with permission from Ref. [38]; Copyright 2020 National Academy of Sciences)
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Figure 8 Fluorescent hydrogels with a naphthylimide-based fluorophore (DEAN). (a) Spatial/temporal control of fluorescence

emission behaviour; (b) Mechanism of fluorescence emission from hydrogels; (c) lon imprinting patterning process (Reprinted

with permission from Ref. [40]; Copyright 2019 American Chemical Society)
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Figure 9 Construction of multi-colour information encryption mode anti-counterfeiting platform. (a) Multi-colour fluorescent
microgel ink (Reprinted with permission from Ref. [44]; Copyright 2024 The Royal Society of Chemistry); (b) Phosphorescent
fluorescent dual optical modes (Reprinted with permission from Ref. [48]; Copyright 2024 Springer Nature); (c) Independently
modulatable structural and fluorescent colour dual optical mode hydrogels (Reprinted with permission from Ref. [49]; Copyright
2024 John Wiley and Sons); (d) Information encryption platform for simultaneous tuning of structural and fluorescent colours

(Reprinted with permission from Ref. [51]; Copyright 2025 John Wiley and Sons)
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Figure 10 Multi-stage or multi-dimensional data security protection design strategy. (a) Fluorescent organic hydrogel with

interpenetrating heterogeneous network and its dynamic fluorescent security process (Reprinted with permission from Ref. [57];

Copyright 2021 John Wiley and Sons); (b) NIR-responsive fluorescent actuator (Reprinted with permission from Ref. [58];

Copyright 2022 John Wiley and Sons); (c¢) Dual-channel 4D encryption system (Reprinted with permission from Ref. [61];

Copyright 2025 Springer Nature)
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